HPAE Local 5058 JSUMC & Local 5138 SOMC
RFI Dated & Received via email on 12/3/19

RE: “System Crash on December 2, 2019”
JSUMC & SOMC RESPONSES AS OF 12/5/19
1. A brief description of the system failure, including but not limited to 

a. The systems affected by the failure, ie EPIC medical records, payroll, timeclocks.

b. Whether or not this was the result of an outside actor.

c. Any and all impact on the bargaining unit members.

Employer Response:  An externally-driven incident, occurred that impacted our IT network leading to limited access to email, network drives and applications.  It also created intermittent interruptions of various lengths of time across the network and, in some cases, resulted in us having to revert to manual processes. As soon as we learned of the incident, we acted quickly to disconnect critical systems as a protective measure.  We continue the process of restoring systems with the assistance of outside experts. The applications which experienced intermittent interruptions at JSUMC and SOMC include EPIC, Kaba Clocks , PS Payroll and HMH Intranet.  Kaba Clocks are still offline but all punches completed while in “offline” mode have been captured for payroll processing on Friday Dec. 5th.
Despite network interruptions, paychecks will be issued on Friday and there will be no impact to payroll direct deposits.  Anything that wasn’t processed outside of normal adjustments, will be done on a Special off-cycle with Tuesday Dec. 10th check date.
2. Has any bargaining unit member data been compromised as a result of the failure? If yes, please provide a list of all members whose data has been compromised and a list of the types of data that has been compromised.

Employer Response:  No. Based on our investigation to date, we have no evidence at this time that there has been unauthorized access or use of team member information. Our investigation remains ongoing. 

 
3. A brief description of the measures the employer is taking to address the system failure.

Employer Response:  See Response to #1.
4. What back-up systems is the employer using for the areas affected while it repairs the failure.    
Employer Response:  HMH has established downtime procedures that team members utilize in situations like this and these procedures were put in place immediately.
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